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( ZERO DAY \
INITIATIVE
Trend Micro ZD/ detected

1449 vulnerabilities in 20178.
This powers unmatched

%or virtual patches. )

Heartbleed Report
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| Document Exploit Protection I

Scan documents for exploits (i ]

O scan for explaits against known critical vulnerabilities only Li ]

@®  Scan for exploits against known critical vulnerabilities and aggressive detection of unknown suspicious exploits i}

Predictive Machine Learning
B Enable Prediciive Machine Learning €

Action to take: | Pass -

Behavior Monitoring ®

Enable Behavior Monitoring &

Action to take: | Pass -
The "Pass” action is supported only with Deep Security Agent 20.0.0.1559+ (Windows) and 20.0.0.1822+ (Linux).

Windows Antimalware Scan Interface (AMSI) % @

Enable AMSI protection O

Actionto take:  Pass (recommended) -

Spyware/Grayware

Enable spyware/grayware protection &

IntelliTrap
Enable IntelliTrap ‘@

|Prn:ess Memory Scan 18 @

O scan process memory for malware (i ]
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Shellcode:do_something_bad
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Inspect TLS/SSL traffic:

SSL €23t Egfjd 24 X|J

Advanced TLS Traffic Inspection ©

Inherited (Yes) v

SSL Configurations

View SSL Configurations...

2 |

Advanced TLS Traffic inspection
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Change By Process
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Change By User
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*| Change Event Time
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Compliance CHE
5

PCI D55 Requirement Responsibility

8 of 12

requirements

45

Install and maintain a firewall configuration to protect cardholder data @ Shared
Do not use vendor-supplied defaults for passwords or other security parameters @ Shared
Protect stored cardholder data Shared
el nission of cardholder data User
brly update anti-virus software @ User
Inaintain secure systems and applications @ Shared
k to cardholder data by business need to know @ Shared
sgrreommquie | D to each person with computer access @ Shared
Restrict physical access to cardholder data Cloud Provider
Track and monitor all access to network resources and cardholder data @ Shared
Regularly test security systems and processes @ Shared
Maintain a palicy that addresses info security for all personnel Shared
OWASP TOP 10

© 2022 Trend Micro Inc.

OWASP a1

Injection

AZ Broken Authentication and Session Management

A3 Cross-Site Scripting [XS5)

6 of 10 irect Object References

isconfiguration
ata Exposure
requirements
AB Cross-site Request Forgery (CSRF)

netion Level Access Control

A3 Using Known Vulnerable Components
A10 Unvalidated Redirects and Forwards

SANS

SANS/CIS TOP 20 CRITICAL SECURITY CONTRO

5. Contralled Use of Administrative Privileges

15. Wireless Access Control

10 of 20

1. Inventory of Authorized & Unauthorized Devices g, 11. Secure Configurations for Network Devices

2, Inventory of Authorized & horized Soft % | 12. Boundary Defense ]
3. Secure Ci for Hard! & Softy on B .

Maobile Devices, Laptops, Workstatlons, & Servers % Protection

4. Continuous & | 14.Co Access Based on the Need i

9. Limitation and Control of Network Ports, Protocols,
and Services

19. Incident Response Management

6. Maintenance, Monitoring, & Analysis of Audit Logs @ 16, Account Monitering & Control req uire ments
17. Security Skills & TraTTTE

7. Emall and Web Browser Protections I'!' to Fill Gaps

8. Malware Defenses @ 18, Application Software Security @

10. Data Recovery Capability

20. Penetration Tests & Red Team Exercises

IP5; generic protection

Mot covered

IP5; generic protection

Not covered; attack can’t be distinguished from normal traffic
IPS; coverage for specific vulnerabilities

IP5; ensure crypto weaknesses are not exploited

Not covered; attack can’t be distinguished from narmal traffic
Mot covered; attack can't be distinguished from normal traffic
IP5; various rules

IPS on a case-by-case basis based on specific CVE
Ex: Micrasaft. NET Framewark Forms Authentication URI Sacafing [CVE-2011-2415)

DEEP SECURITY COVERAGE

@@ @
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Cyber Vulnerabilities Targeted

Threats & Exploits

OT / lloT  Cybercriminal Future Threat

Underground Landscape
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= Cisco

Google
Fortinet

= McAfee
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Visibility

100.00%

90.00%

80.00%

47

= MITRE
== ENGENUITY.

A complete attack story with visibility and telemetry

£
Sentinel One

Palo Alto Networks

Symantec

[

CrowdStrike
(4 McAfee

Microsoft

90.00% 95.00%

Telemetry

80.00% 85.00%

Data Source: MITRE, 2021
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Carbanak & FIN7

Tradecraft and operational flows in two
simulated breaches
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The Forrester Wave™:
Cloud Workload Security,
Q42019 Of| A

H=ak HEF FE0M =2

=2 29l 2l 138

FORRESTER’

Free Report Available Here:

https://resources.trendmicro.com/Forrester-Cloud-Workload-Leadership-Report.html

Strong

Performers Leaders

Contenders

Challengers

Stronger
current
offering

A

Weaker
current
offering

Weaker strategy P Stronger strategy

Source: The Forrester Wave™:
Cloud Workload Security, Q4 2019 by Andras Cser with Merritt Maxim,
Matthew Flug, and Peggy Dostie



https://resources.trendmicro.com/Forrester-Cloud-Workload-Leadership-Report.html
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Gartner

EE 0p3 to)

*Based on Trend Micro’s assessment of Gartner 20271 Market Guide for Cloud Workload Protection
Platforms| Neil MacDonald & Tom Croll, July 12, 2021.

GARTNER is a registered trademark and service mark of Garter, Inc. and/or its affiliates in the U.S. and internationally, and is used herein with permission. All rights reserved. Gartner does not endorse any vendor,
product o service depicted in its research publications, and does not advise technology users to select only those vendors with the highest ratings or other designation. Gartner research publications consist of the
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CWPP #1 Market Share

Worldwide Cloud Workload Security 2021 Share Snapshot

Trend Micro
$388.5; +14.0% y/y

Trellix

Total Market

$139.4; +33.3% yly
$2.2B

Sophos
137.8; +21.0% yA
A +36.0% * vy
5.8% Palo Alto Networks
$127.6; +41.9% yly
Check Point
4.7% $114.7; +24.7% yly

Lacework
$102.1; +200.3% yly

6.4%

Rest of market
$1,080.6; +37.5% y/y

4.6%

CrowdStrike
$100.0; +100.0% y/y

Note: 2021 Share (%), Revenue ($M), and Growth (%)

Source: IDC, 2022
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Unknown threats detected and stopped over
time by Trend Micro. Created with real data

by artist Brendan Dawes.
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